Name Sever O perations Guide
for BIND
Release 4.9.5

Releases éim 4.9
Paul Vixiel
<paul@vix.com>

Internet Softvare Consortium
La Honda, CA

Releases tlmugh 4.8.3

Kevin J. Dunlap
Michael J. Karels

Computer Systems Research Group
Computer Science Bision
Department of Electrical Engineering and Computer Sciences
University of California
Berkeley, CA 94720

1. Introduction

The Berleley Internet Name DomairB(ND) implements an Internet name sarfor Bsb-derived
operating systemsThe BIND consists of a seer (or ‘daemon’) called namedand aresolverlibrary.
A name sergr is a netwrk service that enables clients to hame resources or objects and share this
information with other objects in the neivk. Thisin effect is a distribted data base system for
objects in a computer netwk. TheBIND sener runs in the background, servicing queries on a well
known network port. The standard port for UDP and TCP is specifieit/services Theresolveris a
set of routines residing in a system library thatvjates the intedce that programs can use to access
the domain name services.

BIND is fully integrated into BSD (4.3 and later releases) nétwprograms for use in storing
and retri@ing host names and addre§de system administrator can configure the system to use BIND

! This author vas emplged by Digital Equipment CorporatianNetwork Systems Laboratory during thevelepment and re-
lease of8IND 4.9. Releasd.9.2 vas sponsored byiXie Enterprises.Releases from 4.9.3 were sponsored by the Internet &eftw
Consortium.

2 This author vas an emplgee of Digital Equipment CorporatianULTRIX Engineering Adanced Deelopment Group and
was an loan to CSRG when thisask was done.ULTRIX is a trademark of Digital Equipment Corporation.
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2.

3.

as a replacement to the older host table lookup of information in thenketasts file/etc/hosts The
default configuration for BSD uses BIND.

TheName Sevice

The basic function of the name semis to preide information about netwk objects by answer
ing queries. The specifications for this name senare defined in RFC1034, RFC1035 and RFC974.
These documents can be foundusr/sic/etc/named/do 4.3BSD orftped fromftp.rs.inter nic.net.

It is also recommended that you read the related manual pagesd8), resolver(3), andresolver(5).

The adantage of using a name serwover the host table lookup for host name resolution is to
avdd the need for a single centralized clearinghouse for all nafffes.authority for this information
can be delgaed to the diierent oganizations on the netwvk responsible for it.

The host table lookup routines require that the master file for the entirerkdtamaintained at
a central location by a fe people. Thisworks fine for small netarks where there are only awfe
machines and the @i#rent oganizations responsible for them cooperaBait this does not ark well
for large netverks where machines crosgamizational boundaries.

With the name seey, the netvork can be broén into a hierarghof domains. Thename space is
organized as a tree according togamizational or administrate oundaries. Eacmode, called a
domain is gven a label, and the name of the domain is the concatenation of all the labels of the
domains from the root to the current domain, listed from right to left separated byAdi@bel need
only be unique within its domainThe whole space is partitioned intosa@l areas calledoneseach
starting at a domain anctending davn to the leaf domains or to domains where other zones start.
Zones usually represent administrattoundaries. Arexample of a host address for a host at the Uni-
versity of California, Berkley would look as follavs:

monet Berkeley . EDU

The top leel domain for educational genizations is EDU; Bemdey is a sibdomain of EDU and
monet is the name of the host.

Security

This section gamines some of the knosecurity implications of &rious \ersions of BIND.
Some of these ka been used to attack the namesesun the past.

3.1. Unnecessarylue

Unnecessary glue can lead to incorrect records being loaded into the Heis/can result in
connections going to the wrong machines.

To prevent unnecessary glue being loaded, all theessrof zones being semed by a seer
and the semrs of the parent zones need to be upgraded to BIND 4.9.3 or later

3.2. Insertionof data into a zone that is being seered

BIND versions prior to BIND 4.9.2 are subject to the insertion of resource records into zone
that the are serving.

3.3. Denialof Sewice: Hash Bug Exploit

September 1996 wathe COM TLD subject to a denial of service attack by injecting into the
DNS a record with a final label of COM, eight spaces and COM. Tieistefl BIND 4.9.4 seers.
Similar attacks are possible on BIND 4.9.3 and BIND 4.9.3-P1.

It is recommend that you run a BIND 4.9.4-P1 or latereyetity aoid this exploit.



Name Sevwer O perations Guide br BIND SMM :10-3

3.4. Denialof Sewice: TTL Inconsistency Attacks

If you are still using multiple TTLalues within a RRset you can be subject to a denial of ser

vice attack. BIND 4.9.5 onards uses multiple ttlalues within a RRset to rejectwbusly bad
RRset.

It is recommend that you upgrade to BIND 4.9.5 or later as theser ggavent you loading
multiple TTL values and doesitnerge answers recad across the netark.

4. Types of Zones

A ‘‘zone’ is a mint of delgation in the DNS tree.lt contains all names from a certain point
“downward” except those which are del@ed to other zonesA ‘‘delegaion point” has one or more
NSrecords in the'parent zon€, which should be matched by egalent NSrecords at the root of the
“ delegaed zon€'(i.e., the ‘@’ name in the zone file).

Understanding the ddrence between &bne’ and a ‘domain’ is aucial to the proper opera-
tion of a name seer. As an example, consider thBEC.COM domain which includes names such as
POBOX1.PA.DEC.COM and QUABBIN.CRL.DEC.COM even though theDEC.COM zoneincludes only
delggyations for the PA.DEC.COM and CRL.DEC.COM zones. Azone can mapxactly to a single
domain, It could also include only part of a domain (the rest of which could bgatkdeto other
name sergrs). Bchnically speaking,very name in the DNS tree is ‘@omain’, even if it is “termi-
nal”, that is, has no‘subdomains. Technically speaking,very subdomain is a domain anstegy
domain ecept the root is also a subdomairhe terminology is not intuite and you w
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ary zone. Thissener services queries and asks otheresstwho hee the authorityfor the infor
mation neededAll servers leep data in their cache until the dataiees, based on &TL (““Time
To Live") field which is maintained for all resource records.

5.2. RemoteServer

A Remote Serer is an option gen to people who wuld like to use a name segv from their
workstation or on a machine that has a limited amount of memory and @és.c With this
option you can run all of the netwking programs that use the name sewithout the name sew
running on the local machin&ll of the queries are serviced by a name sethat is running on
another machine on the netxk. A host which has afetc/resolvconffile listing only remote hosts,
and which does not run a name seref its avn, is sometimes called a Remote ®erfbecause the
actual sergr is remote?) Ut more often it is called simply a DNS Clienthis kind of host is tech-
nically not a “server”, since it has no cache and does not answer queries.

5.3. Slae Server

A Slave Srwer is a serar that alvays forwards queries it cannot satisfy from its cache, to a
fixed list offorwarding seners instead of interacting with the name ses\for the root and other
domains. Theyueries to thdorwarding serves are recursie queries. Therenay be one or more
forwarding serers, and theare tried in turn until the list isxhausted. ASlave axd forwarder con-
figuration is typically used when you do not wish all the senat a gien dte to interact with the
rest of the Internet sesvs. Atypical scenario wuld involve a rumber of vorkstations and a
departmental timesharing machine with Internet accéls.workstations might be administraly
prohibited from haing Internet accessTo gve the workstations the appearance of access to the
Internet domain system, theovkstations could be Sila srvers to the timesharing machine which
would forward the queries and interact with other nameeserto resolg the query before returning
the answer An added benefit of using the foanding feature is that the central machineetps a
much more complete cache of information that all tekatations can takadvantage of. The use
of Slave node and fonarding is discussed further under the description oh#fimedbootfile com-
mands.

There is no prohibition ajnst declaring a seev to be aslaveeven though it hagrimary
and/orsecondaryzones as well; the fefct will still be that agthing in the local sees’s cache or
zones will be answered, andyéning else will be fonarded using théorwarders list.

6. Files

The name sepr uses seral files to load its data bas&his section ceers the files and their for
mats needed faramed

6.1. BootFile

This is the file that is first read whaamedstarts up.This tells the seer what type of seer
it is, which zones it has authoritye and where to get its initial datalhe deéult location for this
file is /etc /named.boot Howeve this can be changed by setting B@OTFILE variable when you
compilenamedor by specifying the location on the command line whameds started up.

6.1.1. Domain
A default domain may be specified for the name exensing a line such as
domain Berkley.Edu

Older name seers use this information when theeceve a qiery for a name without & t hat
is not knavn. Nawer designs assume that the respliibrary will append its wn idea of a
“ default domain’to any unqualified namesThough the name seswcan still be compiled with
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support for thelomaindirective in the boot file, the delilt is to leae it out and we strenuously
recommend agjnst its uself you use this feature, clients outside your local domain which send
you requests about unqualified names willhthe implicit qualification of your domain rather
than theirs.The proper place for this function is on the client, in thedr/resolvconf (or equv-
alent) file. Use of thedomaindirective in your boot file is strongly discouraged.

6.1.2. Directory

Thedirectorydirective pecifies the directory in which the name sershould run, alle-
ing the other file names in the boot file to use nadgthth names.There can be only ordirec-
tory directive and it should be gien before ay other directves that specify file names.

directory /var/named

If you hare more than a couple of named files to be maintained, you may wish to place the
named files in a directory such asrfamed and adjust the directory command propéithe

main purposes of this command are to enake named is in the proper directory when trying

to include files by relate path names with $INCLUDE and to aNonamed to run in a location

that is reasonable to dump core if it feels thgeur

6.1.3. Primary Sewice

The line in the boot file that designates the elems a primary master servfor a zone
looks as follavs:

primary Berleley . Edu ucbhosts

The first field specifies that the servs a primary one for the zone stated in the second field.
The third field is the name of the file from which the data is read.

The abee asumes that the zone you are specifying is a thagsne. Ifyou wish to des-
ignate a diferent class you can appefafassto the first field, wherelassis either the intger
value or the standard mnemonic for the claBer example the line for a primary sewfor a
hesiod class zone looks as fal

primary/HS Berkley.Edu hesiod.data

Note that this support for specifying other than claszones is a compile-time option which
your vendor may not hee enabled when thebuilt your operating system.

6.1.4. SecondanGerice

The line for a secondary servis similar to the primaryxeept that it lists addresses of
other serers (usually primary seevs) from which the zone data will be obtained.

secondary Berdey. Edu 12832.0.10 12832.0.4 ucbhosts.bak

The first field specifies that the senis a secondary sewfor the zone stated in the second
field. Thetwo network addresses specify the name seswhich hee cata for the zoneNote
that at least one of these will bgpamary, and, unless you are using some protocol other than
IP/DNSfor your zone transfer mechanism, the others will all be atheondaryseners. Haing
your secondary seev pull data from other secondary sawvis usually unwise, since you can
add delay to the propation of zone updates if your neivik's connectvity varies in pathologi-

cal lut common wvays. Theintended use for multiple addresses oseaondarydeclaration is
when theprimary sener has multiple netark interfaces and therefore multiple host addresses.
The secondary segv gets its data across the netivfrom one of the listed sesxs. Thesener
addresses are tried in the order listéfda filename is present after the list of primary sesy
data for the zone will be dumped into that file as a backMpen the semr is first started, the
data is loaded from the backup file if possible, and a primargisenthen consulted to check
that the zone is still up-to-dat®&lote that listing your seer as asecondarysener does not nec-
essarily mak it one — the parent zone musélaggate authority to your seer as well as the
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primary and the other secondaries, or you will be transferring a 2@ndas no reason; no
other serer will have a eason to query you for that zone unless the parent zone lists you as a
sener for the zone.

As with primary you may specify a secondary setfor a class other thdN by append-
ing /classto thesecondankeyword, e.g.secondary/HS

6.1.5. StubSelrvice

The line for a stub seev is similar to a secondary(This feature is xperimental as of
4.9.3)

stub Berkley. Edu 12832.0.10 12832.0.4 ucbhosts.bak
The first field specifies that the servs a stub seer for the zone stated in the second field.

Stub zones are intended to ensure that a primary for a zeagsahas the corredS
records for children of that zone. If the primary is not a secondary for a child zone it should be
configured with stub zones for all its children. Stub zonesigeoa mechanism to aloNS
records for a zone to be specified in only one place.

primary CSIRO.AU csiro.dat
stub dms.CSIB. AU 130.15516.1 dms.stub
stub dap.CSIR. AU 130.15598.1 dap.stub

6.1.6. Cachdnitialization

All servers, including ‘taching only’ seners, should hae a Ine as follavs in the boot
file to prime the name seks cache:

cade . root.cache
Do not put agthing into yourcachefiles other than root seev information.

All cache files listed will be read in at named boot time arydvatues still alid will be
reinstated in the cach&he root name seev information in the cache files will be used until a
root query is actually answered by one of the nameseein the cache file, after which that
answer will be used instead of the cache file until the answer times out.

As with primary andsecondaryyou may specify a secondary saeryor a class other than
IN by appendindclassto thecache keyword, e.g.class/HS

6.1.7. Forwarders

Any server can ma& wse offorwarders. A forwarder is another seer capable of pro-
cessing recurge queries that is willing to try resolving queries on behalf of other systdims.
forwarders command specifies foawders by internet address as falto

forwarders 128320.10 1283204

There are tw main reasons for anting to do so.First, some systems may notvbedaull net-

work access and may be peated from sending anlP paclets into the rest of the Internet and
therefore must rely on a foasder which does ka acess to the full netThe second reason is

that the forvarder sees a union of all queries as/thass through its seev and therefore it
builds up a ery rich cache of data compared to the cache in a typmdistation name seev

In effect, theforwarder becomes a meta-cache that all hosts can benefit from, thereby reducing
the total number of queries from that site to the rest of the net.

The efect of “forwarders’is o prepend some fed addresses to the list of name sesv
to be tried for gery query Normally that list is made up only of highauthority serers dis-
covered viaNSrecord lookups for the ralant domain. If the forwarders do not answethen
unless theslavedirective was gven, the appropriate sesxs for the domains will be queried
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directly.

6.1.8. Slae Srvers

Slave node is used if the use of foanders is the only possibleayto resole queries due
to lack of full net access or if you wish to peet the name seer from using other than the
listed forwarders. Shee node is actiated by placing the simple command

options forwad-only

in the bootfile. If this option is used, then you must specify farders. Wherin slavze node,
the serer will forward each query to each of the fanders until an answer is found or the list
of forwarders is ghausted. Theener will not try to contact anremote name seev other than
those named in tHerwarders list.

So whileforwarders prepends addresses to tteerver list” for each queryoptions for
ward-only causes théserwer list” to containonly those addresses listed in foewarders decla-
rations. Carelesgse of theoptions forwad-only directve an cause really horrible foexding
loops, since you could end up fawmling queries only to some set of hosts which are also
slaves, and one or seral of them could be forarding queries back to you.

Use of theoptions forwad-only directive ould be consideredewy carefully Note that
this same behdour can be achied using the deprecated direaj slave

6.1.9. Nonecursive Srvers

BIND’s separation of authoritate (zone) and nonauthoritig® (cache) data hasvedys
been somghat weak, and pollution of the former via the latter has beewrkho occur One
way to prevent this, as well as to sa memory on sermers carrying a lot of authorita& data
(e.g., root serrs) is to ma& auch serers ‘nonrecursve.” This can be achied via the direc-
tive

options no-ecursion

in the bootfile. A server with this option enabled will not attempt to fetch data to help answer
queries — if you ask it for data it does novéat will send you a referral to a more authorita-
tive srver o if it is itself authoritatte for the zone of the querit will send you an ngeive
answer

A nonrecursie frver can be named in &6 RRbut it cannot be listed in theesolvconf
file.

6.1.10. QuerylLogging

If the file system containing yowysla@ file has quite a bit of space, you can consider
using the

options query-lg

directive in your bootfile. This will cause your name s@mwto log &ery query it recaies, which
when combined with a Perl @WK script to postprocess the logs, can be a useful management
tool.

6.1.11. Irverse Query Pseudosupport

BIND by defiult does not supportuerse queries, and this has beenwndo cause prob-
lems for certain microcomputer operating systems and for oktsions ofBIND’s nslookup
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tool. You may decide that rather than answering witperation not implemented,named
should detect the most commonwerse queries and answer them with bogus informatibis
better to upgrade your clients to stop depending wersa queries, Ut if that is not possible,
you should use the

options fak-iquery

directive in your bootfile. NOTE: the responses are iact bogus, in that tlyecontain1SO8859
square braakts ( and]), so your clients will not be able to doyéning useful with these
responses. lhas been obsesd that no clientver did arything useful with real ierse query
responses, either

6.1.12. SettingName Sewer L imits

Some name seev operations can be quite resource intensnd in order to tune your
system properly it is sometimes necessary to chaimge’s internal quotas.This is accom-
plished via

limit <name> <value>
directives in the bootfile. Limits, and their defult values, are as follus:
limit transfes-in 10

This is the number of simultaneonamed-xfeprocessesIND is willing to start. Higher num-
bers yield aster comergence to primary seers if your secondary sewhas hundreds or thou-
sands of zones to maintainyttsetting this number too high can cause thrashing due tastarv
tion of resources such as netk bandwidth or sap space.NOTE: this limit can also be
expressed via the deprecated dinezthax-feth NN.

limit transfes-perns 2

This is the number of simultaneonamed-xfeprocesse8IND is willing to initiateto any given
name server In most cases, you should not need to changéf iyjour secondary seer is
pulling hundreds or thousands of zones from a single primargrserreasingransfes-perns
may speed carergence. Itshould be kpt as small as possible, teoll causing thrashing and
resource staation on the primary seev

limit datasize <system-dependent>

Most systems he a giota that limits the size of the so-callathta sgment; w hich is where
BIND keeps all of its authority and cache da®&IND will behave suboptimally (perhapsven
exiting) if it runs up aginst this quota.lf your system supports a system call to change this
quota for a gien process, you can agkND to use that system call via thimit datasize NN
directive. The \alue gven here may be scaled by postfixikdor 1024X,m for (1024"°2)X, and
gfor (1024°3)X. In 1995, the root seers all usdimit datasize 64m

6.1.13. ZoneTlr ansfer Restrictions

It may be the case that yourgamization does not wish to\g@ complete lists of your
hosts to apone on the Internet who can reach your nameeserWhileit is still possible for
people to‘iterate” through your address range, looking R¥rRrecords, anduild a list of your
hosts the'slow” way, it is dill considered reasonable to restrict youpert of zones via the
zone transfer protocolTo limit the list of neighbors who can transfer zones from youreserv
use thexfrnetsdirective.

This directve has the same syntax fswarders except that you can list nebsk numbers
in addition to host addresseBor example, you could add the direci
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xfrnets 16.0.0.0

if you wanted to permit only hosts on Class A natvnumber 16 to transfer zones from your
sener. This is not nearly granular enough, and a futueesion of BIND will permit such
access-control to be specified on alpest basis rather than the current-per basis.Note that

while addresses withoukplicit masks are assumed by this direetio be retworks, you can
specify a mask which is as granular as you wish, perhaps including all bits of the address such
that only a single host is\gin transfer permissionFor example, consider

xfrnets 16.1.0.2&255.255.255.255

which would permit only hostl6.1.0.2to transfer zones from youNote that no spaces are
allowed surrounding thé&” c haracter that introduces a netmask.

Thexfrnetsdirective may also be gien astcplistfor compatibility with interim releases of
BIND 4.9.

6.1.14. SortingAddresses

If there are multiple addressegadable for a name seev whichBIND wants to contact,
BIND will try the ones it beliees ae “closest’ first. “Closeness’i s cefined in terms of similar
ity-of-address; that is, if one address is on the ssubeetas some inteaite of the local host,
then that address will be tried firgtaling that, an address which is on the samévorkwill
be tried first. Faling that, the will be tried in a more-akess random order unless tbertlist
directive was gven in the named.boofile. sortlist has a syntax similar tiorwarders, xfrnets
andbogusns— you give it a list of dotted-quad netwvks and it uses these tprefer” some
remote name seev addressesver others. Ifno eplicit mask is preided with each element of
asortlist, one will be inferred based on the high order address bits.

If you are on a Class C net which has a Class B net between you and the rest of-the Inter
net, you could try to impre the name seer’s luck in getting answers by listing the Class B
network’s number in asortlist directive. This should hee the efect of trying ‘closer” servers
before the morédistant” ones. Notehat this behaour is nav as of BIND 4.9.

The other and older fefct of thesortlist directive is to causeBIND to sort theA records in
ary response it generates, so as to put those which appearsmttistearlier than those which
do not. This is not as helpful as you might think, since ynelients will reorder theéA records
either at random or usingroO; also, consider theatt that the sear won'’t be ale to guess the
client’s network topology and so will not be able to accurately order folo'seness'to dl pos-
sible clients.Doing the ordering in the res@wis clearly superior

In actual practice, this direet is used only rarely since it hardwires information which
changes rapidly; a nebsk which is ‘close” today may be'distant” next month. SinceBIND
builds up a cache of the remote name sesvresponse times, it will quickly coerge on “rea-
sonable’behaviour, which isnt the same asoptimal” but it's dose enough.Future directions
for BIND include choosing addresses based on local agerfetrics (on hosts thatveanore
than one) and perhaps on routing table informathfe. co not intend to sole the generalized
“ multihomed host'problem, lut we should be able to do a little better thanrevefoing nav.
Likewise, we hope to see a highevderesoher library that sorts responses using topology
information that only xists on the clien$ host.

6.1.15. BogudName Severs

It happens occasionally that some remote namesssguoes ‘bad”. You can tell your
name sergr to refuse to listen to or ask questions of certain other namersény listing them
in abogusnsdirective in your named.boofile. Its syntax is the same éarwarders, xfrnets and
sortlist— you just gve it a list of dotted-quad Internet addresséote that zones dajeted to
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such serers will not be reachable from clients of your sesy thus you should use this direeti
sparingly or not at all.

6.1.16. SegmenteBoot Files

If you are secondary for a lot of zones, you may find itvemient to split your
named.boofile into a static portion which hardlwe changes (directes such asdirectory,
sortlist, xfrnetsand cache could go here), and dynamic portions that change frequently (all of
your primary directives might go in one file, and all of yowgecondarydirectives mght go in
another file — and either or both of these might be fetched automatically from some neighbor so
that the can change your list of secondary zones without requiring youreaiotiervention).
You can accomplish this via thacludedirective, which tales just a single file name as itg@ar
ment. Noquotes are needed around the file naffiee file name will be valuated after the
name serer has changed itsorking directory to that specified in thi@ectorydirective, S0 you
can use relate pathnames if your system supports them.

6.2. Resoler Configuration

The configuration files nrame is/etc/resolvcont This file designates the name s&s/on the
network that should be sent querieBhe resoler will try to contact a name senvon the localhost
Yos
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Note that if you wish to list the local host in your resoleonfiguration file, you should probably
use its primary Internet address rather than a local-host alias such as 127.0.0.1 orTh&0<0.
due to a bg in the handling of connect&®CK_DGRAMsoclets in some ersions of thd8SD net-
working code. If you must use an address-alias, you should prefer 0.0.0.0 (or si@ip)yover
127.0.0.1, though beamned that depending on the vintage of yBg8D-derived networking code,
both of them are capable diling in their avn ways. Ifyour hosts IP implementation does not
create a short-circuit route between thead#finterbice and the loopback intade, then you might
also vant to add a static routeg(ein/etc/rc.local) to do :

route add myhost.domain.name localhost 1

The sort-listis a list of IP address, netmask pairs. Addresses returned by gethostbyname are
sorted to the order specified by this ligtny addresses that do not match the address netmask pair
will be returned after those that do. The netmask is optional and the natural netmask will be used if
not specified.

The option-listis a list of options which eactveride some internal resay variable. Sup-
ported options at this time are:

debug
sets theRES_DEBJG bit in _res.options

ndots:n
sets the laver threshold (measured imumber of dots) on names gien to res_query) such
that names with at least this number of dots will be tried as absolute names bglocakn
domainor seach-list processing is doneThe de#ult for this internal ariable is“1"".

6.3. Cachdnitialization File

6.3.1. oot.cache

The name serr needs to ki the serers that are the authoritegi rmme sergrs for the
root domain of the netwk. To do this we hae o prime the name seev's cache with the
addresses of these higher authoriti€he location of this file is specified in the boot filEhis
file uses the Standard Resource Recandniat (aka. Masterfile dkmat) caered further on in
this paper

6.4. DomainData Files

There are tw dandard files for specifying the data for a domairhese arehostsand
host.ev. These files use the Standard Resource Recomuhdt cwered later in this paperNote
that the file names are arbitrary; maretwork administrators prefer to name their zone files after
the domains thecontain, especially in theverage case which is where aven server is primary
and/or secondary for mauifferent zones.

6.4.1. hosts

This file contains all the data about the machines in this Zbhe.location of this file is
specified in the boot file.

6.4.2. hosts.ev

This file specifies the IN-ADDRARPA domain. Thisis a special domain for ailng
address to name mappings internet host addresses do rait fithin domain boundaries, this
special domain @as formed to allw inverse mapping.The IN-ADDR. ARFPA domain has four
labels preceding it. These labels correspond to the 4 octets of an Internet addrésst
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octets must be specifiedvem if an octet contains zeroThe Internet address 128.32.0.4 is
located in the domain.© .3 .128.IN-ADDR . ARRA. Thisreversal of the address isviaward
to read ot allows for the natural grouping of hosts in a nertiw

6.4.3. named.local

This file specifies th®TRrecord for the local loopback intade, better knen aslocal-
host whose netwrk address is 127.0.0.The location of this file is specified in the boot file.
is vitally important to the proper operation g/ name sersr that the 127.0.0.1 addresyéda
aPTRrecord pointing back to the naméotalhost”. The name of thi®TRrecord is alvays
“1.0.0.127N-ADDR.ARPA" . This is necessary if youamt your users to be able to use host-
name-authenticatiomsts.equiwr “/.rhost9 on the name‘localhost’ . As implied by thisPTR
record, there should be docalhostmydom.airi A record (with address 127.0.0.1) ivegy
domain that contains hostslocalhost.” will lose its trailing dot wheri.0.0.127.in-addrarpa
is queried for; then, the DEPWIES and/or DNSRCH resodv options will cause localhost’
to be @auated as a host name in the local domain, and that means the top domains (¢r ideally
evay domain) in your resobr’s sarch path had betterfeaomething by that name.

6.5. StandardResource Record Brmat

The records in the name sendata files are called resource recorfise Standard Resource
Record Brmat (RR) is specified in RFC1035.he folloving is a general description of these
records:

{name} {ttl} addrclass RecatType Recat Secific data

Resource records ¥ a sandard format shwn abwe. The first field is aliays the name of the
domain record and it mustvedys start in column 1For al RR’s aher than the first in a file, the
name may be left blank; in that case itgsilon the name of the preus RR. The second field is an
optional time to We field. Thisspecifies hav long this data will be stored in the data baBg.leas-
ing this field blank the defilt time to e is gecified in theStart Of Aithority resource record (see
below). Thethird field is the address class; currentyly one class is supportetN for internet
addresses and other internet informatiaimited support is included for thdS class, which is for
MIT/Athena ‘Hesiod” information. Thefourth field states the type of the resource recdrde
fields after that are dependent on the type of the R&se is preseed in names and data fields
when loaded into the name sexrvAll comparisons and lookups in the name semdata base are
case insensite.

The following characters hare pecial meanings:
“." A free standing dot in the name field refers to the root domain.
“@" A free standing @ in the name field denotes the current origin.

“\X'" Where X is ap character other than a digit (0-9), quotes that character so that its special
meaning does not applyror example, \.” can be used to place a dot character in a label.

“ \DDD!!
Where each D is a digit, is the octet corresponding to the decimal number described by DDD.
The resulting octet is assumed to ba snd is not chedd for special meaning.

“()" Parentheses are used to group data that crosses dnliaffect, line terminations are not rec-
ognized within parenthesegAt present, this notation onlyatks for S RR’s and is not
optional.)

“;”  Semicolon starts a comment; the remainder of the line is igndiede that a completely
blank line is also considered a comment, and ignored.
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“*  An asterisk signifies wildcardingNote that this is just another data character whose special
meaning comes about only during internal nameesesearch operationdwildcarding is
only meaningful for some RR types (notabl)X), and then only in the name field — not in
the data fields.

Anywhere a name appears — either in the name field or in some data field defined to contain
names — the current origin will be appended if the name does not end in arhis is useful for
appending the current domain name to the data, such as machine namesy lcause problems
where you do not ant this to happenA good rule of thumb is that, if the name is not in the
domain for which you are creating the data file, end the name with a *

6.5.1. $INCLUDE

An include line bgins with SINCLUDE, starting in column 1, and is falled by a file
name, and, optionallyoy a new emporary $ORIGIN to be used while reading this fildis
feature is particularly useful for separatingetiént types of data into multiple fileg\n exam-
ple would be:

$INCLUDE /usr/local/adm/named/data/maiebanges

The line would be interpreted as a request to load the/dige/local/adm/named/data/mail-
exchanges The $INCLUDE command does not cause data to be loaded intieedifzone or

tree. This is simply a ay to allav data for a gren primary zone to be genized in separate

files. Noteven the ‘temporary $ORIGIN' feature described ab® is wfficient to cause your

data to branch out into some other zone — zone boundaries can only be introduced in the boot
file.

A $INCLUDE file must hae a rame on its first RRThat is, the first character of the first
non-comment line must not be a spadde current defult name in the parent fildoes not
carry into the $INCLUDE file.

6.5.2. $ORIGIN

The origin is a \ay of changing the origin in a data fil&he line starts in column 1, and
is followed by a domain originThis seems li& it could be useful for putting more then one
zone into a data file,ub thats rot how it works. Thename sergr fundamentally requires a
given zone to map entirely to some specific fildou should therefore beery careful to use
$ORIGIN only once at the top of a file, avithin a file, to change to ddwer” domain in the
zone —never to ome other zone altogether

6.5.3. SQ\ - Start Of A uthority

name {ttl} addrclass S@ Origin Person in harge
@ IN SOA uchvax.Berkeley.Edu  kjd.ucbvax.Berkeley.Edu (
1995122103  Serial
10800 ;Refresh
1800 ;Retry
3600000 Expire
259200) ; Minimum

The Start of Aithority, SOA, record designates the start of a zome name is the name of the
zone and is often gén as “@"’ since this is akays the current $ORIGIN and the B&RR is
usually the first record of the primary zone fil@rigin is the name of the host on which this
data file resides (in otheronds, theprimary mastersener for this zone.)Person in chge is
the e-mail address for the person responsible for the names, ettt “@'’ changed to a.” .
The serial number is thesksion number of this data file and must be a pesititeger This
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number must be incremented whesrea change is made to the dat®Ilder serers permitted
the use of a phantom™in this and other numbers in a zone file; the meaning of ras w
“n000mM’ rather than the more intuig “n*1000+m” (such that 1.234 translated to 1000234
rather than to 1234)This feature has been deprecated due to its obsaurfiyedictability and
lack of necessity Note that using a'YYYYMMDDNN'’ ' notation you can still mak 100
changes per day until the year 42%u should choose a notation thabws for you. If you're

a dever perl programmer you couldven use RCSversion numbers to help generate your zone
serial numbersThe refresh indicates hooften, in seconds, the secondary nameessrare to
check with the primary name sernvto see if an update is needdthe retry indicates olong,

in seconds, a secondary sarghould wait before retrying aafled zone transferExpire is the
upper limit, in seconds, that a secondary nameesés\to use the data before xpé@es for lack

of getting a refreshMinimum is the dedult number of seconds to be used for tiaelTo Live
field on resource records which do not specify one in the zondtfiealso an enforced mini-
mum on Tme To Live if it is specified on some resource record (RR) in the zdimere must
be exactly oneSQA record per zone.

6.5.4. NS Name Sever

{name} {ttI} addrclass NS Name servexrrame
IN NS ucbarpaBerkeley . Edu

TheName Serverecord,NS lists a name seev responsible for aggn domain, creating dele-
gation pointand asubzone The first name field specifies the zone that is serviced by the name
sener specified by the second nanteery zone needs at leastatwmame sergrs.
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6.5.5. A- Address

{name} {ttl} addrclass A address
ucharpa IN A 1283204
IN A 100.0.78

The Addressrecord, A, lists the address for avgnh machine. Thename field is the machine
name and the address is the meknaddress.There should be on& record for each address of
the machine.

6.5.6. HINFO - Host Information

{name} {ttl} addrclass HINFO Hardware cs
IN HINFO VAX-11/780 UNIX

Host Informatiorresource recorddINFO, is for host specific dataThis lists the hardare and
operating system that are running at the listed htisyou want to include a space in the
machine name you must quote the name (usithgcharacters.) Thereould be oneHINFO
record for each host, though for security reasons most domairtshdwaary HINFO records
at all. No application depends on them.

6.5.7. WKS- Well Known Sewices

{name} {ttl} addrclass WKS address potocol listof services
IN WKS 128320.10 UDP who route timed domain
IN WKS 12832010 TCP (echo telnet

discard sunrpc sftp
uucp-path systat daytime
netstat qotd nntp

link chagen ftp

auth time whois mtp

pop rje finger smtp
supdup hostnames
domain

nameserer )

TheWdl Known Servicesecord, WKS describes the well kivan services supported by a partic-
ular protocol at a specified addre§he list of services and port numbers come from the list of
services specified ifetc/servicesThere should be only on&KSrecord per protocol per ad-
dress. Not¢hat RFC1123 says 0¥KSrecords:

2.2 UsingDomain Name Service

An application SHOULD N rely on the ability to locate a WKS
record containing an accurate listing of all services at a
particular host address, since the WKS RR type is not often used
by Internet sites.To confirm that a service is present, simply
attempt to use it.

5.2.12 WKSUse in MX Processing: RFC-974, p. 5

RFC-974 [SMTP:3] recommended that the domain system be queried
for WKS ("Well-Known Service") records, toevify that each

proposed mail tget does support SMTR ater xperience has

shavn that WKS is not widely supported, so the WKS step in MX
processing SHOULD NDbe wsed.
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6.1.3.6 Statusf RR Types

The TXT and WKS RR types tia ot been widely used by
Internet sites; as a result, an application cannot rely

on the aistence of a TXT or WKS RR in most

domains.

6.5.8. CNAME - Canonical Name

alias {tt} ~ addrclass CMME  Canonicahame
ucbmonet IN CNAME  monet

The Canonical Nameesource record;NAME, specifies an alias or nickname for thé@él, or
canonical, host nameThis record must be the only one associated with the alias nAlne.
other resource records must be associated with the canonical name, not with the niédmame.
resource records that include a domain name as thlei {e.g., NS or MXjnustlist the canon-
ical name, not the nicknamé&imilarly, a ONAME will be followed when searching for A RRs,
but not for MX RRs or NS RRs or most other types of RR®NAMES are alleved to point to
other CMAMEs, hut this is considered slopp

Nicknames are useful when a well kirohost changes its namm that case, it is usually
a good idea to hae aCNAME record so that people still using the old name will get to the right
place.

6.5.9. PTR- Domain Name Pinter

name {ttl} addrclass PTR real name
7.0 IN PTR  monetBerkeley . Edu.

A Domain Name 6&inter record,PTR alows special names to point to some other location in
the domain.The abee example of aPTRrecord is used in setting upveese pointers for the
speciallN-ADDR. ARFA domain. This line is from thexamplehosts.evfile. PTRrecords are
needed by thegethostbyaddrfunction. Notethe trailing ‘.” which prevents BIND from
appending the curreBORIGIN to that domain name.

6.5.10. MX- Mail Exchange

name {tt} addrclass MX prefeence value mail exchange
Munnari.OZ. AU . IN MX 0 Seismo.CSS.GOV .
* L. IN MX O RELAY .CS.NET.

Mail eXdange recordsMX, are used to specify a list of hosts which are configured toveecei
mail sent to this domain namé&very name which recets mail should hae an MX since if one

is not found at the time mail is being detied, anMX will be “imputed” with a cost of 0 and a
destination of the host itselif you want a host to receg its avn mail, you should create an
MX for your hosts rame, pointing at your hostname. Itis better to hee this be &plicit than

to let it be imputed by remote mailertn the first @ample, abwe, Seismo.CSS.GOV . is a
mail gatevay that knavs hav to deliver mail to Munnari. OZ. AU .. These tw machines may
have a pivate connection or use a fiifent transport mediuniThe preferencealue is the order
that a mailer should foll®@ when there is more than onawto deliver mail to a single machine.
Note that lever numbers indicate higher precedence, and that mailers are supposed to randomize
same-aluedMX hosts so as to distuibe the loadeenly if the costs are equabee RFC974 for
more detailed information.

Wildcard names containing the charact&’ ‘may be used for mail routing witMX
records. Therare likely to be serers on the netark that simply state that wmail to a
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domain is to be routed through a rel&econd &ample, abwee, dl mail to hosts in the domain
IL is routed through RELXCS.NET This is done by creating a wildcard resource record,
which states that *.IL has daviX of RELAY.CS.NET Wildcard MX records are notery useful

in practice, though, since once a mail message gets tatéreag for a gven domain it still has
to be routedwithin that domain and it is not currently possible teéhan gpparently-diferent
set ofMX records inside and outside of a domdiinyou won'’t be needing ag Mail Exchanges
inside your domain, go ahead and use a wildcHrgdou want to use both wildcardop-level”
and specific‘interior” MX records, note that each specific record willehd “end with” a
complete recitation of the same data that is carried in the weprérord. Thiss because the
specificMX records will tale precedence\@r the top-leel wildcard records, and must be able
to perform the top-leel’s if a given interior domain is to be able to reaeimail from outside the
gaeway. WildcardMX records areery subtle and you should be careful with them.

6.5.11. TXT- Text

name {tt} addrclass TXT string
Munnari.OZ. AU . IN TXT  “foo"

A TXT record contains free-formxial data. The syntax of the t& depends on the domain
where it is found; mansystems us@& XTrecords to encode local data in a stylized fornhiT
Hesiod is one such system.

6.5.12. RP- Responsible Rrson

owner {ttl} addrclass RP mbox-domain-name TXdomain-name
franklin IN RP  ben.franklin.beddey.edu.  sysadmins.begley.edu.

The Responsible Person recoRR, identifies the name or group name of the responsible
person for a hostOften it is desirable to be able to identify the responsible entity for a particu-
lar host. When that host is den or malfunctioning, you wuld want to contact those parties
who might be able to repair the host.

The first field,mbox-domain-nameés a dmain name that specifies the mailbox for the
responsible personlts format in a zone file uses tNS corvention for mailbox encoding,
identical to that used for tHeerson-in-charge mailbox field in the S@ record. Inthe ekample
above, the mbox-domain-namshawvs the encoding for <ben@franklin.berkeleyedu>". The
root domain name (just.” ) may be specified to indicate that no mailboxuailable.

The second field[XT-domain-namegis a domain name for whicif XT records gist. A
subsequent query can be performed to nadribe associated XT resource records atXT
domain-name This prowides a lgel of indirection so that the entity can be referred to from
multiple places in thedNS. The root domain name (just.”) may be specified fol XT
domain-name to indicate that no associated TXT RBRse Inthe example abwe “sysad-
mins.berkeleyedu” i s the name of a TXTecod that might contain somexewith names and
phone numbex.

The format of theRP record is class-insensid. Multiple RP records at a single name
may be present in the database, thoug sheuld hae identical TTLs.

TheRPrecord is still @perimental; not all name s&ms implement or recognize it.

6.5.13. AFSDB- DCE or AFS Sewer

name {tt} addrclass AFSDB subtype servenost name
toastercom. IN AFSDB 1 jack.toastecom.
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toastercom. IN AFSDB 1 jill.toastercom.
toastercom. IN AFSDB 2 tracker.toastelcom.

AFSDBrecords are used to specify the hosts thatigeca style of distribted service adbrtised
under this domain nameA subtype \alue (analogous to thépteference’ value in theMX
record) indicates which style of distuited service is prdded with the gien name. Subtypd
indicates that the named host is an AFS (R) databaser $erthe AFS cell of the gén domain
name. Subtyp@ indicates that the named host\pdes intra-cell name service for the DCE (R)
cell named by the gén domain name. In the e&ample abwe, jack.toastercom and

jill .toaster.com are declared to be AFS databaseessrfor the toastecom AFS cell, so that
AFS clients wishing service from toasteom are directed to those dvhosts for further infor
mation. Thethird record declares that tramktoastercom houses a directory servfor the
root of the DCE cell toastecom, so that DCE clients that wish to refer to DCE services should
consult with the host traek. toaster. com for further information.The DCE sub-type of record

is usually accompanied byTXTrecord for other information specifying other details to be used
in accessing the DCE cellRFC1183 contains more detailed information on the use of this
record type.

The AFSDBrecord is still @perimental; not all name sems implement or recognize it.

6.5.14. PX- Pointer to X.400/RFC822 mapping inbrmation

name {tl} addrclass PX prefer 822-dom X.400-dom

* ADMD-g arr.X42D.it. IN PX 50 it. ADMD-garr.C-it.

*.infn.it. IN PX 50 infn.it. O.PRMD-infn.ADMD-garr.C-it.

*.it. IN PX 50 it. O-gate.PRMD-@rr. ADMD-garr.C-it.

The PX records Painter to X.400/RFC822 mapping informatjoare used to specify
address mapping rules between X.400 O/R addresses and RFC822 style (domain-style) mail
addresses.df a detailed description of the mapping process please refer to RFC1327.

Mapping rules are of 3 ddrent types:

1) mapping from X.400 to RFC822 (defined as "table 1 rules" in RFC1327)
2) mapping from RFC822 to X.400 (defined as "table 2 rules" in RFC1327)
3) encoding RFC822 into X.40{defined as "gte table" in RFC1327)

All three types of mapping rules are specified udit)y Resource Records in DNS,
although thenamevalue is diferent: for case 1, theamevalue is an X.400 domain in DNS syn-
tax, whereas for cases 2 and 3 tizenevalue is an RFC822 domain. Refer to RFC-1664 for
details on specifying an X.400 domain in DNS syntax and for the use ¥#iffigkeyword in it.
Tools are gailable to comert from RFC1327 tables format into DNS files synt&efeenceis
analogous to th#X RR Preference parameter: it is currently advised to usec #tue of 50
for it. 822-domgives the RFC822 part of the mapping rules, ¥di00-dongives the X.400 part
of the mapping rule (in DNS syntax). It is currently advisedagsd to use wildcardedameval-
ues, as the RFC1327 tables specifications permit wildcard specificationJtuslys to lkeep
compatibility with eisting services using static RFC1327 tables instead of BX&forma-
tion.

Specifications of mapping rules from X.400 to RFC822 syntax requires the creation of an
appropriate X.400 domain tree into DNS, including thus speS8ifis and NS records for the
domain itself. Specification of mapping rules from RFC822 into X.400 can be embedded
directly into the normal direatametree. Agin, refer to RFC1664 for details abouganiza-
tion of this structure.
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Tools and library routines, based on the standard ressolves, arevailable to retriee
from DNS the appropriate mapping rules in RFC1327 or DNS syntax.

Once agin, refer to RFC1664 to use tRX resource record, and be careful in coordinat-
ing the mapping information you can specify in DNS with the same information specified into
the RFC1327 static tables.

ThePXrecord is still &@perimental; not all seers implement or recognize it.

6.6. Discussiorabout the TTL

The use of dferent Time To Live fields with in a RRset ha keen deprecated and this is
enforced by the seev when loading a primary zon&ee the Security section for more discussion
of differing TTLs.

The Time To Live assigned to the records and to the zone via the Minimum field in the SO
record is ery important. High &lues will lead to lver BIND network trafic and fster response
time. Lower values will tend to generate lots of requests Wwill allow faster propaation of
changes.

Only changes and deletions from the zone afectfd by the TTLs.Additions propagte
according to the Refreskale in the S@A.

Experience has shm that sites use dadilt TTLs for their zonesarying from around 0.5 day
to around 7 days.00 may wish to consider boosting theaidf TTL shavn in former ersions of
this guide from one day (86400 seconds) to three days (259200 seconds). This will drastically
reduce the number of requests made to your namerserv

If you need &st propagtion of changes and deletions, it might be wise to reduce the Mini-
mum field a fev days before the change, then do the modification itself and augment the TTL to its
former \alue.

If you know that your zone is pretty stable (you mainly add mecords without deleting or
changing old ones) then you mayee wish to consider a TTL higher than three days.

Note that in ap case, it ma&s no sense to & records with a TTL belo the S\ Refresh
delay as Delay is the time required for secondaries to get & obthe nevly modified zone.

6.7. About“ secure mnes’

Secure zones implement named security on a zone by zone Ibésidesigned to use a per
mission list of netwrks or hosts which may obtain particular information from the zone.

In order to use zone securityamedmust be compiled with SECURE_ZONES defined and
you must hae & least one secure_zone TXT RRnless asecue_zonerecord aists for a gien
zone, no restrictions will be applied to the data in that zdme format of the secure_zone TXT
RR is:

secure_zone addtass TXT string

The addrclass may be eithdiS or IN. The syntax for the TXT string is eithénétwork
address:netmasldr “host IP address:H’

“ network address:netmasldllows queries from an entire nedvk. If the netmask is omitted,
named will use the detilt netmask for the netwk address specified.

“host IP address:Hallows queries from a hosiThe ‘H’’ after the *:’" i s required to difer-
entiate the host address from a rextwaddressMultiple secure_zone TXT RRs are alled in the
same zone file.
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For example, you can set up a zone to only answer Hesiod requests from tlesl rlask B
network 130.215.0.0 and from host 128.23.10.56 by adding therioliptwo TXT RR’s:

secure_zone HS TXT 130.215.0.0:255.255.0.0°
secure_zone HS TXT 128.23.10.56:H’

This feature can be used to restrict access to a Hesiodgrdsswp or to separate internal
and eternal internet address resolution on awak machine without needing to run a separate
named for internal andkeernal address resolution.

Note that you will need to include your loopback irded (127.0.0.1) in your secure_zone
record, or your local clientsam’t be able to resole rames.

6.8. AboutHesiod, and HS-class Resoae Records

Hesiod, deeloped byMIT Project Athena, is an information serviceilbupon BIND. Its
intent is similar to that of SusINIS: to furnish information about users, groups, retwaccessible
file systems, printcaps, and mail service throughout an installafiside from its use oBIND
rather than separate sercode another important fdifence between Hesiod aNts is that Hesiod
is not intended to deal with passws and authenticationuybonly with data that are not security
sensitve. Hesiod sergers can be implemented by adding resource recor@lN seners; or thg
can be implemented as separateessrgeparately administered.

To learn about and obtain Hesiod reai anonymous FTP connection to hosSARTHENA-
DIST.MIT.EDU and retrige the compressed tar filpub/ATHEN A/hesiod.tar.Z. You will not need
the named and res@w library portions of the distnitiion because their functionality has already
been intgrated intoBIND as of 4.9 To learn hav Hesiod functions as part of the Athena computing
ervironment obtain the papepub/ATHEN A/usenix/athena-changes.PSrom the abwe FTP
sener host. There is also a tar file of sample Hesiod resource files.

Whether one should use Hesiod class is open to question, since the same services can proba-
bly be praided with class IN, type TXT and type @GNIE records. In either case, the code and
documents for Hesiod will suggestvinto set up and use the service.

Note that whileBIND includes support foHS-class queries, the zone transfer logic for non-
IN-class zones is stillkperimental.

6.9. SampleFiles

The following section contains sample files for the nameeserthis covers example boot
files for the diferent types of seers and gample domain data base files.

6.9.1. BooftFiles

6.9.1.1. PrimaryServer
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; Boot file for Primary Name Segv

; type domain source file or host

directory  /usr/local/adm/named

primary Berleley.Edu ucbhosts
primary 32128in-addrarpa ucbhostsev
primary 00.127.in-addrarpa namedtbcal
cache . rootcache

6.9.1.2. Secondangerver

; Boot file for Secondary Name Serv

; type domain source file or host

directory lusr/local/adm/named

secondary Berdey.Edu 12832.0.4 128.32.0.10 ucbhosts.bak
secondary  3228in-addrarpa 1282.0.4 128.32.0.10 ucbhosts.rebak
primary Q00.127.in-addrarpa namedbcal

cache . rootcache

6.9.1.3. CachingOnly Server

; Boot file for Caching Only Name Sawv

; type domain source file or host

directory  /usr/local/adm/named
cache . rootcache
primary 00.127.in-addrarpa namedtbcal

6.9.2. RemoteServer / DNS Client

6.9.2.1. /etc/esolvconf

domain Berlkley.Edu

nameserer 12832.0.4

nameserer 12832.0.10

sortlist 130.155.160.0/255.255.240.0 130.155.0.0



SMM:10-22 NameServer O perations Guide br BIND

6.9.3. oot.cache

; This file holds the information on root name sesvneeded to
; initialize cache of Internet domain name sesv

; (e.g. reference this file in the "cache<file>"

; configuration file of BIND domain name sers).

;  This file is made\ailable by InterNIC rgistration services
; under anogmous FTP as

; file /domain/named.root

; on server FTPRS.INTERNIC.NET

; -OR- under Gopher atRS.INTERNIC.NET

; under menu InterNIC Rayistration Services (NSI)

; submenu InterNIQRegistration Archives

; file named.root

; last update: Oct 5, 1994

; related ersion of root zone:1994100500

) 604800 IN NS NSINTERNIC.NET.
NS.INTERNIC.NET. 604800 IN A 19841.0.4

. 604800 IN NS NSISIEDU.
NS1ISI.EDU. 604800 IN A 1289.0.107

. 604800 IN NS (PSINET.
C.PSINET. 604800 IN A 192334.12

. 604800 IN NS TERRMD.EDU.
TERPUMD.EDU. 604800 IN A 1288.1090

. 604800 IN NS NNASAGOV.
NS.NASA.GOV. 604800 IN A 12810216.10

604800 IN A 1925219510
. 604800 IN NS N3SC.ORG
NS.ISC.ORG 604800 IN A 19255.241

. 604800 IN NS NNIC.DDN.MIL.
NS.NIC.DDN.MIL. 604800 IN A 192112364

. 604800 IN NS MSARL.ARMY.MIL.
AOSARL.ARMY.MIL. 604800 IN A  128634.82

604800 IN A 19252582
. 604800 IN NS NIONORDU.NET.
NIC.NORDU.NET. 604800 IN A 1923614817

; End of File
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6.9.4. named.local

@ IN SOA uchvax.Berkeley.Edu.
1994072100
10800
1800
3600000
259200)

IN NS uchvax.Berkeley.Edu
1 IN  PTR localhost
6.9.5. host.ev

kjduchvax.Berkeley.Edu (
Serial

;Refresh

;Retry

Expire

; Minimum

; pedantic

i @#)ucb-hosts.ne 1.1 (Berleley) 86/02/05

@ IN  SOA ucbvax.Berkeley.Edu  kjd.monetBerkeley.Edu (
1986020501 Serial
10800 ;Refresh
1800 ;Retry
3600000 Expire
259200) ; Minimum
IN NS ucbarpaBerkeley.Edu
IN NS uchvax.Berkeley.Edu
0.0 IN PTR  Berleley-netBerkeley.EDU.
IN A 2552552550
0.130 IN PTR csdv-netBerkeley.EDU.
4.0 IN  PTR  ucbarp@erkeley.Edu
6.0 IN PTR ernieBerkeley.Edu
7.0 IN PTR  monetBerkeley.Edu
100 IN PTR  uclvax.Berkeley.Edu
6.130 IN PTR monetBerkeley.Edu

6.9.6. Hosts
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@(#)ucb-hosts 1.2 (beekey) 88/02/05

@

localhost
ucharpa
arpa
ernie
ucbernie

monet

ucbmonet
ucbvax

vax
toybox

toybox
csg

IN

IN
IN
IN

IN
IN
IN

IN

IN
IN

IN

IN
IN
IN

IN
IN

IN
IN

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

SOA

NS
NS

HINFO
CNAME

HINFO
CNAME

HINFO
CMAME

HINFO
WKS

CNAME

HINFO
MX
MX
MX
MX
MX
MX
MX

uchvax.Berkeley.Edu kjd.monetBerkeley.Edu (
1988020501 Serial

10800 ;Refresh

1800 ;Retry

3600000 EXxpire

259200) ; Minimum
ucbarpaBerkeley.Edu

uchvax.Berkeley.Edu

127.1

; note that 127.1 is the same as 127.0.0.1; see inet(3n)
128324

10.0.0.78

VA X-11/780 UNIX

ucharpa

128326

VA X-11/780 UNIX

ernie

128327

128321306

VA X-11/750 UNIX

monet

10.2.0.78

; 128.32.10 means 128.32.0.10; see inet(3n)
1283210

; HINFO and WKS are widely unused,
; but we'll show them as eamples.
VA X-11/750 UNIX

128.32.0.10 TCP ( echo telnet
discard sunrpc sftp

uucp-path systat daytime
netstat qotd nntp

link chagen ftp

auth time whhois mtp

pop rje finger smtp

supdup hostnames

domain

nameserer )

uchvax

12832131119

Pro350 11

0 monet.Berkley.Edu.

0 Ralph.CS

0 Zhou.CS

0 PainterCS

0 Riggle.CS

0 Terry.CS

0 Kevin.CS
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7. Settingup Your Own Domain

When setting up a domain that is going to be on a publicanktthie site administrator should
contact the gganization in chage of the netwrk and request the appropriate domaiisteation form.
An organization that belongs to multiple naivks (such as thiiternetand BITNET) should ragister
with only one netwrk.

7.1. Internet

Sites on the Internet who need information on setting up a domain should contagistinarre
for their netvork, which is one of the folleing:

MILnet HOSTMASTER@NIC.DDN .MiIL
other HOSTMASTER@INTERNIC.NET

You may also vant to be placed on tH&ND mailing list, which is a mail group for people on the
Internet who rurBIND. The group discusses future design decisions, operational problems, and
other related topicThe address to request being placed on this mailing list is:

bind-request @ uunetiu. net

7.2. Subdomainsf Existing Domains

If you want a subdomain of someigting domain, you should find the contact point for the
parent domain rather than asking one of thevaltmp-level regstrars. Thereshould be a comn-
tion thatregistrar @domainor hostmastei@domainfor ary given domain will alvays be an alias
for that domairs regstrar (somahat analogous tpostmastel, but there is no such ceention.
Try it as a bst resort, bt first you shouldxamine theSQA record for the domain and send mail to
the ‘responsible personshown therein. You can also trywhois

8. DomainManagement

This section contains information for starting, controlling andiggimgnamed

8.1. /etc/c.local

The hostname should be set to the full domain style nartedcitrc.local usinghostname (1)
The following entry should be added fetc/rc.localto start umamedat system boot time:

if [ -f /usr/sbin/named ]; then
/usr/sbin/namedoptions]& echo -n ' named’ >/de/console
fi

This usually directly follavs the lines that staslysl@d. Do Not attempt to rumamedfrom inetd
This will continuously restart the name samand defeat the purpose of the cache.

8.2. har/run/named.pid

Whennameds successfully started up it writes its process id into thévlérun/named.pid
This is useful to programs thabw to send signals ttamed The name of this file may be changed
by definingPIDFILE to the ngr name when compilingamed

8.3. /etc/hosts

The gethostbyname (Jibrary call can detect ihamedis running. If it is determined that
nameds not running it will look infetc/hostdo resole an address. Thisption was added to alo
ifconfig (8C)to configure the machines local inerés and to enable a system manager to access the
network while the system is in single user modieis advisable to put the local machines irded
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addresses and a couple of machine names and addresghpostsso the system manager can rcp
files from another machine when the system is in single user md@eformat of'etc/hostdhas not
changed. Sekosts (5¥or more information.Since the process of readifejc/hostss slow, it is not
advisable to use this option when the system is in multi user mode.

8.4. Signals

There are seral signals that can be sent to themedprocess to ha it do tasks without
restarting the process.

8.4.1. Reload

SIGHUP - Causesamedto readnamed.bootand reload the databas&his is useful
when you hge made a change to @fimary” data file and you antnameds internal database
to reflect the changef you build BIND with the FORCED_REL@®D option, thenSIGHUP also
has the déct of scheduling all'secondary’ zones for serial-number checks, which could lead
to zone transfers ahead of the usual scheddtemally serial-number compares are done only
at the interals specified in the zore5A record.

8.4.2. Delngging

When namedis running incorrectlylook first in /var/log/messges and check for an
messages logged Isysl@. Next send it a signal to see what is happenitinless you run it
with the *-d’’ option, namedhas ‘ery little to say on its standard output or standard .error
Everythingnamedhas to sayit says tosysla.

SIGINT - Dumps the current data base and cachévaotmp/named_dump.dibhis
should gve you an indication to whether the data bases Woaded correctlyThe name of the
dump file may be changed by definbgyMPFILE to the ne&v name when compilingamed

Note:the folloving two dgnals only vork whennameds huilt with DEBUG defined.

SIGUSRL1 - Tirns on debgging. Each follwing SIGUSR1 increments the deplevel.
The output goes tvar/tmp/named.ruiThe name of this delg file may be changed by defining
DEBUGFILE to the n&v name before compilingamed

SIGUSR2 - Tirns of delugging completely

For more detailed delgging, define DEBG when compiling the resadv routines into
llib/libc.a.

SIGWINCH - Toggles tracing of all incoming queriesnmedhas been compiled with i
QRYLOG defined. Therace is sent to syslog, and is huget b is very useful for tradkib B@MEdAT the
down problems.

To run with tracing of all queries specify thg flag on the command lindf you routinely log
queries you will probably ant to analyze the results using the dnsstats stats script in the contrib
directory

SIGIOT - Dumps statistics data infaar/tmp/named.stait$ the serer is huilt with STATS
defined. StatisticATuna:10-2 O Td(Ser)Tj -098 Tw 70.2098v0 Td(ge)T]j

0 T
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for UDP and TCP is specified latc/services

9.1. Resoler Routines in libc

When lilding your 4.3BSD system you may eitheiild the C library to use the name sarv
resoler routines or use the host table lookup routines to do host name and address re3tiation.
default resoler for 4.3BSD uses the name sarviNewer BSD systems include both name serv
and host table functionality with preferenceepi to the name seer if there is one or if there is a
/etc/resolvconffile.

Building the C library to use the name garwchanges the ay gethostbynamé3N),
gethostbyadd(3N), and sethosten{3N) do their functions. The name seer renders
gethosten{3N) obsolete, since it has no concept of =t tiee in the databaseThese library calls
are huilt with the resoler routines needed to query the nameeserv

The resolver contains functions thatuidd query packts and rchange them with name
seners.

Before hilding the 4.3BSD C libratyset the \ariable HOSTLOOKUPequal tonamedin
Jusr/sic/lib/libc/Makefile You then ma& and install the C library and compiler and then compile
the rest of the 4.3BSD systerfror more information see section 6.6 dhstalling and Operating
4.3BSD on the XX1".

If your operating system isnVAXt 4.3BSD, it is probably the case that yowndor has
includedresolversupport in the supplied C Libraryrou should consult yourendors documenta-
tion to find out what has to be done to enabsmlver support. Notehat your endors resolver
may be out of date with respect to the one shipped Biitld, and that you might ant to luild
BIND’s resoler library and install it, and its include files, into your systemmpile/link path so
that your evn network applications will be able to use thewmse features.

FVAX is a Trademark of Digital Equipment Corporation
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More hardvare loans are welcome — if you are a systemder and you auld like BIND to run ‘out of
the box’ on your platform and are willing to lend some rusty old hadnfor the purpose, please contact
me Kpaul@vix.og>) to make the arrangements.

Special thanks to the Internet Sadine Consortium for funding this ork. Contact <isc-
info@isc.og> if your omanization would like to participate in funding future releases KD and other
freely redistrilutable softvare packages that are in wide use on the Internet.
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son, Dm Limoncelli, Berthold Bffrath, Fuat Baran, Anantutnar Art Harkin, Win Treese, Don Lwis,
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thanks to Phil AImquist, who got the project started and can&iba lot of the code and diet seeral of
the worst hugs.
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to Jim McGinness and Digital Equipment Corporation for permitting me to spend most of my time on this
project.

Ralph Campbell, Doug Kingston, Craigui#idge, Smoot Carl-Mitchell, M& Muuss and eeryone
else on the BRPA Internet who has contuibed to the deslopment of BIND. To the members of the orig-
inal BIND project, Douglas @rry, Mark Rainter David Riggle and Songnian Zhou.

Anne Hughes, Jim Bloom and Kirk Meisick and the manothers who heae reviewed this paper
giving considerable advice.

This work was sponsored by the Defense Adeved Research Projects AggriboD), Arpa Order
No. 4871 monitored by the Ma Electronics Systems Command under contract No. NO0O039-84-C-0089.
The vievs and conclusions contained in this document are those of the authors and should not be inter
preted as representingfiofal policies, either xpressed or implied, of the Defense Research Projects
Agengy, of the US Geernment, or of Digital Equipment Corporation.
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